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BUSINESS-WIDE ASSESSMENT OF 

MONEY LAUNDERING / TERRORIST 

FINANCING RISK

The CBI identified a number of 

deficiencies in relation to the 

frequency and the extent of the 

assessments performed by firms 

conducting risk assessments. In 

particular, the CBI expects firms will:

•  Consider risks across all risk 

categories of Geography, Product, 

Investor and Distribution/Channel; 

•  Describe and document the 

methodology for the assessment of 

risk in each of these categories;

•  Ensure controls are in place 

to mitigate risk identified and 

incorporated into the operation 

procedures. Any gaps identified 

should be appropriately addressed.

 

The CBI also placed a very strong 

emphasis on Anti Money Laundering 

/ Counter Terrorist Financing (‘AML/

CTF’) risk assessments being treated 

as a live process rather than a point in 

time exercise. They stressed the need 

for the assessment to be kept up to 

date and reviewed at least annually 

with sign-off by the Firm’s Board. 

Any significant changes to business 

operating models should lead to an 

automatic reappraisal of AML/CTF risk 

across the key risk categories. 

OUTSOURCING 

The Criminal Justice (Money 

Laundering and Terrorist Financing) 

Act 2010 (as amended) (‘CJA’) permits 

a regulated outsourcing Firm (‘Firm’) 

to delegate some of its AML related 

functions to an outsourced service 

provider (OSP). The CBI found a 

number of inadequate practices 

in relation to such outsourcing 

arrangements including: 

•  Boards of Firms having limited 

oversight of the AML risk managed 

by the OSP;

•  Firms not conducting a full review 

of the OSP’s AML policies and 

procedures;

•  Lack of MI provided to Firms from 

OSPs;

•  Insufficient monitoring by Firms of 

OSPs;

•  No documented evidence to 

demonstrate Firms have obtained 

evidence that all relevant OSP staff 

have undergone appropriate AML / 

CTF training. 

The CBI sets out its expectations that 

Firms have appropriate oversight of OSP:

•  Review of the OSP’s policies and 

procedures and appropriate 

assurance testing of any AML/CTF 

functions performed;

•  Suitable quantitative and qualitative 

data is reported to the Board of the 

Firm;

•  All staff undertaking AML/CTF roles 

on behalf of the Firm are provided 

with on-going training; and

•  AML/CTF functions are 

appropriately resourced to perform 

their roles efficiently, effectively and 

are subject to regular monitoring 

and review, for example by Internal 

Audit.

ROLES AND RESPONSIBILITIES

In reviewing Firms’ governance 

structures, the CBI identified certain 

inadequate practices around oversight 

of AML/CTF risk and service providers 

carrying out AML/CTF functions; 

Management Information (MI) 

provided to Boards; resources; and 

assurance testing of systems and 

controls. The Board of the Firm is 

ultimately responsible for ensuring 

compliance with the CJA.

To address these inadequacies, Boards 

should:
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•  Actively engage in monitoring 

and managing AML/CTF risk and 

in particular, involvement in the 

completion of the AML / CTF risk 

assessment;

•  Consider on-going industry 

developments that may impact the 

business; 

•  Ensure appropriate oversight of 

service providers carrying out AML/

CTF functions; 

•  Ensure that MI and MLRO Reports 

include suitable quantitative and 

qualitative data. 

POLICIES & PROCEDURES

CJA requires Firms to adopt policies 

and procedures to prevent and detect 

AML/CTF. In their review, the CBI 

identified:

•  Adequate risk assessments were 

not completed in a timely manner 

and were not reviewed regularly; 

and

•  Policies & Procedures were not 

being followed nor did they cover all 

obligations under CJA. 

The CBI expects Firms, when 

developing AML/CTF policy and 

procedures, to have a clearly defined 

process in place for the formal 

review and approval (should be at 

least annually), of the policies and 

procedures at appropriate levels. 

Risk assessments should be 

reviewed on a frequent basis, (at 

least annually) and should be used 

to inform the Firm’s risk based 

approach and the design of its AML/

CTF controls. These policies and 

procedures should demonstrably 

comply with all legal and regulatory 

requirements. Specifically, 

procedures and controls need to 

comply with all aspects of Section 

33(8) of CJA and need to specify the 

procedure for carrying out Enhanced 

Due Diligence (EDD) on Politically 

Exposed Persons (PEPs). The PEP 

approval process should specify the 

seniority of sign off required and the 

timeframe for approval.

Particular attention was drawn to the 

requirements relating to investors 

failing to provide adequate CDD.

TRAINING

Firms are required to ensure that all 

staff are aware of the law and their 

responsibilities in relation to AML / 

CTF.

The CBI identified a number of 

areas where it stated practice was 

“inadequate”. Board members must 

attend AML training. It is important 

to evidence training for all staff, and 

the CBI requests records by employee 

name so it is important to ensure 

that records are complete and easily 

retrievable. 

ON-BOARDING CUSTOMERS

The CBI expects that documentation 

to evidence Simplified Customer 

Due Diligence (‘SCDD’) is maintained 

on the investor file. Policies and 

procedures detailing how additional 

CDD should be applied to investors 

should include a reasonable 

specified timeframe for contact 

with the investor to afford them 

the opportunity to provide the 

required documentation prior to 

the discontinuation of a business 

relationship. 

CBI identifies failures in supporting 

documentation where SCDD was 

applied. There were deficiencies in 

the on-boarding process for PEPs 

where there is a requirement to 

identify the Source of Funds and the 

Source of Wealth. Effective policies 
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and procedures should be in place 

to manage PEPs, including senior 

management sign off.

The absence of separate and distinct 

procedures detailing the circumstances 

under which the Firm would discontinue 

a business relationship with investors, 

who have failed to provide the required 

or updated CDD documentation, was 

highlighted including the failure to 

include a definitive timeframe for action. 

ON-GOING MONITORING OF 

CUSTOMERS 

The CJA requires that Firms adopt 

measures to keep documents and 

information relating to investors up-

to-date. The CBI highlighted a number 

of concerns that they identified in this 

regard.

Section 54(3)(c) requires that Firms 

must document and adopt a risk-based 

approach to defining refresh cycles 

to determine the frequency at which 

CDD documentation or information 

must be renewed. Section 37 sets out 

the required measures that must be 

applied where an existing investor 

becomes a PEP; namely that the Firm 

completes EDD and obtains senior 

management approval to continue the 

relationship with the investor.

There was insufficient evidence to 

demonstrate ongoing monitoring of 

investor transactions. Firms have not 

implemented policies and procedures 

to show how CDD documentation and 

information is renewed, and outlining 

possible trigger events that should be 

considered. Procedures lacked clarity 

on how to handle the identification 

and approval process for continuing a 

relationship with a newly identified PEP. 

There was insufficient evidence 

to demonstrate that new and 

existing PEPs are subject to senior 

management approval.

RELIANCE ON THIRD PARTIES TO 

UNDERTAKE DUE DILIGENCE

The CBI expects a signed agreement 

in place between the Firm and the 

relevant third party, where the third 

party has formally consented to 

being relied on and will, without 

any condition or restriction, provide 

the Firm with the underlying CDD 

documents or information, in a timely 

manner, upon request.

Under Section 40 of the legislation, a 

fund administrator may rely on certain 

relevant third parties to complete CDD 

measures in respect of an investor. 

While it can be an efficient process for 

a fund administrator to rely on a third 

party, the fund administrator is still 

ultimately responsible for ensuring the 

registered investor is fully identified 

and verified in line with Section 33 

or 35(1) of the Acts. The CBI found 

instances where the written third party 

arrangements:

•  Made no acknowledgement that the 

fund administrator was relying on 

the third party for the provision of 

the investor’s CDD documentation;

•  Contained caveats restricting the 

provision of CDD by the third party; 

and

•  Lacked regular monitoring, 

reliability and assurance testing by a 

fund administrator.

When entering into a reliance 

arrangement the Central Bank expects 
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that a fund administrator:

•  Relies on a third party only in 

respect of identifying and verifying 

customer and beneficial owners;

•  Has a policy and process to identify, 

select, assess, monitor and test third 

party relationships entered into;

•  Ensures that the letter of reliance/

assurance in place contains formal 

consent by the third party to be 

relied upon;

•  Ensures there is no conditionality 

or caveats in the letter of reliance/

assurance; and

•  Conducts regular testing of the 

third party to ensure no delays 

in retrieving the CDD of the 

underlying investor and there are no 

unexplained gaps in investor records.

SUSPICIOUS TRANSACTIONS

The CBI raised a number of concerns in 

respect to identification and escalation 

of Suspicious Transaction Reporting 

(STR), including:

•  Inadequate processes / policies and 

procedures; 

•  Non-adherence by staff to policies 

and procedures;

•  Poor record keeping with respect to:

 0 Decision making,

 0 Reporting of STRs,

 0 Specific STR Forms,

 0 Training.

•  Failure to have effective transaction 

monitoring systems in place; and

•  Failure to retain transaction 

monitoring records.

The CBI expects:

•  Review and validation of monitoring 

systems and/or reports, in particular 

where systems generate low levels 

of alerts;

•  Policies and procedures to provide 

necessary details to all staff / 

Directors of their obligations to 

report a suspicious transaction, 

as well as guidance on how to 

complete and submit such reports; 

•  Documented reasons If a suspicion 

raised is not reported; and

•  Detailed reporting policies and 

procedures covering failure on 

the part of the investor to provide 

the required or updated CDD 

documentation or information.

TERRORIST FINANCING 

The offence of ‘Terrorist Financing’ 

was introduced into Irish law in 2005 

and while it is dealt with under the 

CJA along with Money Laundering, it 

differs from AML, in that the source is 

irrelevant, but rather the intended use 

of those funds. This means examining 

the potential destination as opposed to 

the source of the funds. 

The CBI expects firms to take measures 

to prevent Terrorist Financing and adopt 

preventative measures commensurate 

with the risk. Firms should also take 

measures to prevent the financing of 

terrorism and have in place effective 

policies and procedures. If a firm has 

knowledge or a suspicion of Terrorist 

Financing, it must immediately file 

an STR. In the event that an investor is 

matched to either the EU terrorist lists or 

UN terrorist lists, under the International 

Financial Sanctions regimes (see further 

below) the Firm should file an STR 

immediately and not carry out any 

service or transaction in respect of the 

account until the report has been made. 

EU FINANCIAL SANCTIONS (‘FS’)

Firms will devise and implement policies, 

procedures, systems and controls, to 

facilitate adherence to their obligations 

in relation to FS Regulations, for example 

the implementation of appropriate FS 

screening mechanisms and procedures 

for the escalation and management of 

any potential FS matches.

EU Member States implement Financial 

Sanctions or restrictive measures either 

autonomously at an EU level, or as a 

result of binding resolutions of the 

United Nations Security Council. In 

Ireland, domestic Statutory Instruments 

provide for the penalties applicable to a 

breach of the EU FS Regulations. 

Firms must ensure that they have an 

appropriate framework in place to 

ensure compliance with all applicable 

FS Regulations. 

The CBI expects Firms will:

•  Devise and implement policies, 

procedures, systems and controls;

•  Determine the appropriate frequency 

of screening, aligned to a documented 

risk assessment in relation to exposure 

to Financial Sanctions; and

•  Refer to the recently published AML/

CTF & FS Report in the Irish Banking 

Sector.

In conclusion, the message from the 

report is that the CBI expects a fund 

and its service providers to collaborate 

to ensure that the right measures are 

in place to mitigate the risk of money 

laundering/terrorist financing. While 

the CBI acknowledges in the report 

that processes and controls is many 

areas are considered to be satisfactory, 

the number of issues identified and 

their nature, nonetheless suggest that 

additional enhancements are required 

to effectively manage the risks. Fund 

boards should consider the findings of 

the report in assessing their current AML/

CFT policies and procedures and their 

arrangements with the relevant parties 

upon whom they rely to carry out CDD.

ACOI Funds Working Group – 

This article was a collaborative 

submission by all members in the 

Funds Working Group  ICQ
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