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With Gen-
eral Data 
Protection 
Regulation 
( G D P R ) 

coming into force across the 
EU next May, Irish compa-
nies must take steps to en-
sure compliance or else face 
hefty fines.

The Association of Com-
pliance Officers in Ireland 
(ACOI) is focusing on educa-
tion and training to upskill its 
members to meet the chal-
lenges of implementing GDPR 
in their organisations.  

“Data protection and priva-
cy concerns are high on the 

agenda of our members,” said 
ACOI president, Clive Kelly.

“We have a programme to 
raise awareness among mem-
bers and the public to ensure 
they are ready to meet their 
obligations under GDPR by 
May 25, 2018,” said ACOI chief 
executive, Evelyn Cregan.

“We provide professional 
training to equip our mem-
bers with the specialist skills 
and competence needed to 
manage and mitigate data 
protection-related reputa-
tional, compliance and finan-
cial risks,” she said. “We offer 
the certified data protection 
officer (CPDO) accreditation 
which qualifies participants 
to manage data protection 

issues. The professional cer-
tificate in data protection is the 
only university qualification 
in data protection in Ireland, 
and is accredited by UCD. It is 
offered twice a year, starting in 
October and February and can 
be completed in 14 weeks.”

Mary Colhoun, Eir’s director 
of data protection, said that the 
professional certificate in data 
protection course had proved 
very useful. 

“The course covers both 
theoretical aspects of data 
protection and its implemen-
tation on a day-to-day basis. 
It covered current challeng-
es and complexities such as 
outsourcing and international 
transfers in a practical and in-

structive way,” she said.
ACOI offers a range of infor-

mation events on GDPR, open 
to members and non-mem-
bers. “People can book plac-
es at our events through our 
website Acoi.ie,” said Cregan. 

“The theme of our annual 
conference, which takes place 
on November 10, is Compli-
ance and Your Reputation, 
and delegates will hear from 
a range of expert speakers at 
the event,” she said.

“We offer a series of morn-
ing workshops, lunchtime 
seminars and master classes 
on preparing for GDPR, key 
impacts and practical plan-
ning tips. 

“We also host events on the 

latest reports from the Office 
of the Data Protection Com-
mission (ODPC); discussions 
on responses to data breaches; 
and the latest thinking on IT 
and cyber security risks.”

Cregan said that all busi-
nesses, including those out-
side the EU, would have to 
comply with GDPR where 
they provided goods or ser-
vices to individuals within the 
EU. “GDPR is set to establish 
a single uniform law that is 
fit for purpose to meet the 
demands of the digital era,” 
said Cregan.

“There will be signifi-
cant increases in fines for 
non-compliance of up to €20 
million or 4 per cent of world-

wide turnover. A mandatory 
data protection officer (DPO) 
will be required in specified 
organisations such as public 
authorities and where core 
activities involve regular and 
systematic monitoring of per-
sonal data on a large scale.”

ACOI is a not-for-profit 
organisation with 3,000 in-
dividual members. It aims 
to provide leadership on the 
development of standards in 
compliance as well as equip-
ping compliance profession-
als with the skills required for 
their roles 

“The ACOI data protection 
and technology working 
group, chaired by ACOI direc-
tor Aisling Clarke, compris-

es members who specialise 
in the legal, operational and 
technological aspects of data 
protection and privacy,” said 
Cregan.

“Our members all work in 
industry and their voluntary 
contribution to ACOI is hugely 
appreciated and important in 
reflecting the members’ needs. 
Members have access to a re-
pository of information in-
cluding articles, presentations, 
legislation, regulator reports 
and guidance on the ACOI 
website.”

For more information, con-
tact Evelyn Cregan, on Tel: 01 
7790200 or E-mail: info@acoi.ie 
or see Acoi.ie
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organisations with data security, cyber-crime 
and compliance with GDPR in the future
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Data has become 
one of the world’s 
most valuable 
c o m m o d i t i es 
and when the 

General Data Protection Reg-
ulation (GDPR) comes into 
force across the European 
Union next year, it will be a 
far-reaching and onerous legal 
framework, according to Law 
Society director general Ken 
Murphy.

“As the clock ticks down to 

May 25 next year, awareness 
and preparedness are key for 
Irish businesses if they are to 
avoid potentially enormous 
fines and criminal sanctions,” 
he said.

Article 23 of the GDPR al-
lows Ireland and the other 
EU member states to exercise 
some discretion in the appli-
cation of certain provisions 
of the regulation. Therefore, 
much depends on the trans-
posing legislation and the Law 

Society is keen for the bill to 
be published at an early stage.

“Without the bill there are 
many uncertainties regarding 
the areas in which Ireland has 
discretion,” said Murphy.

“However, what we can do 
in the meantime is develop 
materials and positions based 
on the regulation itself. This is 
what we have been focusing 
on.”

While the transposing leg-
islation is being drafted by 
government, the solicitors’ 
profession and the Law Soci-
ety are taking important steps 
to be ready for the substantial 
changes the GDPR will bring. 

A comprehensive pro-
gramme of training and ed-
ucation seminars, workshops 
and conferences for solicitors 

are being planned, an example 
being the Society’s Certificate 
in Data Protection course. 

“Data is now considered to 
be such a valuable commodity 
that it is being called ‘the oil of 
the modern era’,” said course 
manager Claire O’Mahony.

“There is huge awareness 
that the GDPR is looming, 
but there is a distinct lack of 
training. It is important that 
companies ensure they are 
prepared for the legislative 
changes ahead by ensuring all 
key staff have sufficient data 
protection training,” she said.

Solicitors will also have a 
key role in advising companies 
and agencies on their respon-
sibilities within the new data 
protection landscape. The So-
ciety is offering practitioners 

an eLearning course, GDPR – 
An Introduction, starting later 
this month.

“The key challenge in 
helping to prepare the pro-
fession for GDPR is to ensure 
that training is relevant to all 
sectors, from the sole prac-
titioner to the largest firms,” 
said Michelle Nolan, the Law 
Society’s professional training 
manager.

“We are developing highly 
interactive online courses so 
that practitioners in all types 
of firms across the country 
will be prepared to advise 
their business clients on the 
implications of the new rules.”

For details of GDPR – An  
Introduction, email finuas@
lawsociety.ie

Solicitors will be your best friends 
under the new data regime

ByrneWallace is deal-
ing with a high vol-
ume of queries from 
clients regarding the 
General Data Pro-

tection Regulation (GDPR), 
ranging from employment 
queries to contractual issues. 

“As the first large Irish law 
firm certified with ISO 27001, 
ByrneWallace has a unique 
understanding of the chal-
lenges organisations face in 
relation to data security, cy-
bercrime and the onerous task 
of ensuring future compliance 
with the GDPR,” said Seán 
O’Donnell, partner, corpo-
rate crime, regulatory inves-
tigations and enforcement at 
ByrneWallace.  

“We understand the poten-
tially serious impact a data se-
curity breach can have on a 
business, and the importance 
of ensuring that the appropri-
ate policies, procedures and 
control mechanisms are in 
place (as well as appropriate 
risk allocation in contracts) 
to mitigate such threats and 
safeguard personal data in 
compliance with the new 
regulatory standards,” said 
O’Donnell.

“However, many businesses 
have not yet started to pre-
pare. Recent research in Brit-
ain shows that over half the 
SMEs surveyed are not aware 
of GDPR. While many compa-
nies have it on their agenda, 
they may not yet have taken 
the necessary steps to address 
it within their organisations.”

To help organisations pre-
pare for GDPR, ByrneWallace 
has established a dedicated 
multi-disciplinary team of 
lawyers with expertise in all 
areas of law and experience 
in advising clients on the area 
of data protection.

“We are supporting cli-
ents across a number of ar-
eas, ranging from reviewing 
policies and procedures to 
advice on the appointment 
and duties of a data protec-
tion officer; reviewing and 
re-drafting data processing 
contracts; identification of 
categories of personal data 
and data processing activities; 

and training,” said O’Donnell. 
“We also assist clients with gap 
analysis of their systems and 
controls, advice on reporting 
obligations; and liaising with 
the Office of the Data Protec-
tion Commissioner.”

Data controllers will be lia-
ble for damage caused by data 
processing which infringes the 
GDPR, according to Brendan 
Gavin, senior associate, cor-
porate law at ByrneWallace. 
“Data processors, on the other 
hand, will be liable where they 
have not complied with obli-
gations specifically directed at 
them under the GDPR, or have 
acted outside or contrary to 
lawful instructions from the 
data controller,” he said.

“Data controllers and data 
processors may only escape 
liability where they prove they 
are not in any way responsible 
for the event giving rise to the 
damage.”

He said the new liability 
provisions emphasised the 
importance of a data control-
ler and data processor man-
aging their potential liability 
and risk between themselves 
in the data processing contract 
between them. This may be 
achieved through appropriate 
warranties, indemnities, lia-
bility caps, limits on liability, 
insurance etc. 

“Organisations should first-
ly review their data process-
ing activities and establish 
whether they are acting as a 
data controller or data proces-
sor in respect of any particular 

processing,” said Gavin. 
Secondly, he said organisa-

tions should review the cur-
rent contractual framework 
in place with regard to such 
processing and update this to 
ensure compliance with the 
GDPR, but also to ensure that 
there is appropriate allocation 
of risk between the data con-
troller and data processor in 
such contracts.

Of most significance to 
Irish businesses, the GDPR 
provides for a right to com-
pensation for data subjects 
whose personal data has been 
incorrectly processed, accord-
ing to O’Donnell. “This new 
right to compensation exists 
regardless of whether the data 
subject has suffered actual loss 
or not.This right could expose 
your business to financial 
losses in the event of a data 
breach that businesses should 
seek to insure against.”

There is also potential for 
administrative fines of up to 
€20 million, or 4 per cent of 
global annual turnover.

“Our focus is on preparing 
clients to achieve compliance 
with their obligations under 
the GDPR. Undertaking a gap 
analysis is one of the first and 
most effective steps to take. 
This involves reviewing how 
the organisation processes 
data, what type of data it pro-
cesses, consideration of cur-
rent policies, procedures and 
contracts, and benchmarking 
these against the requirements 
of the GDPR.”

Data protection team offers 
expert advice on GDPR
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The Law Society is training 
Irish legal professionals for 
front-line service in advance 
of the GDPR


